[Tpunoxenue NeS k Ipuxazy Ne 03-IT/Ix ot 01 nexabps 2019

HOJIOKEHHUE
Ob OBECIHHEYEHHUU BE3OITACHOCTH

INEPCOHAJIBHBIX TAHHBIX

r. Mocksa, 2019 1.



AR

COJAEPXKXAHUME

TEPMUHBI K COKPALLIEHHS . ...cvvviiiiiie st siis st es s sba s sbn s
OOTACTD TMPUMEHEHUS ....vvevviviiitieirisiie sttt sr s

OOLLINE TIOTIOTKEHYIS .. .eeveeeereneeeeeeeseeeee e sseeeeeeeee s ssseeeseeennsnnssseeeeeennnnnanseeeeereenes

Opranu3anus padoT 1Mo 00ecredeHH 0 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX ..veevvvveerrerennne.

[TpoBenenue paboT o obecneyeHno 6€30MaCHOCTH NEPCOHABHBIX JAaHHBIX



1. TEPMUHBI U COKPAILLIEHUA

- Hepconaabnsbie nannble (IIH) — mo0as nHpopManys, OTHOCAIIASACS K MIPSIMO UM KOCBEHHO
OIpeIeICHHOMY WJIN ompezesieMoMy hu3nueckomy JuLy (CyObeKTy NepCOHAIbHBIX JaHHbIX).

- Omepatop — rocyAapcTBEHHBI OpraH, MYHUIMIIAIbHBIA OpraH, OPUANYECKOE WIN
duznyeckoe JIUI0, CAMOCTOSITEIbHO MM COBMECTHO C APYTMMHU JIMIAMH OpraHusyioume u (WiM)
OCYILECTBIISIONINE O00pabOTKY MEepCOHANBHBIX [aHHBIX, a TaKXKe OIpeeNsdionue eau o00paboTku
NEPCOHAIBHBIX JTaHHBIX, COCTAaB IMEPCOHABHBIX JTAHHBIX, TIOUISKAIINX 00paboTKe, AecTBUS (Onepariim),
COBEpILIAEMBbIE ¢ IEPCOHATBHBIMU JaHHBIMH.

- O0OpaloTka mepcOHAJBHBIX JaHHBIX — JI000€ JeicTBUE (omeparusi) WIM COBOKYIHOCTb
neiicTBui  (omepainuii), COBepLIAEMbIX C MCIOJb30BAaHMEM CpEACTB aBTOMAaTH3alMM WM 0e3
UCIIOJIb30BAaHUS TaKUX CPEICTB C MEPCOHAIBHBIMU JaHHBIMM, BKJIIOYas cOOp, 3alHUCh, CUCTEMATH3ALHUIO,
HaKOIJICHWE, XpaHeHue, yTouHeHue (OOHOBJIEHUE, U3MEHEHHE), U3BJICUCHHE, UCIIOIb30BaHUE, Nepeaady
(pactipocTpaHeHue, IPeAOCTaBICHHE, JOCTYI), 00e3TMUnBaHue, OJIOKUPOBAHKE, YIAJICHHE, YHHUTOKEHUE
HEPCOHAIbHBIX JaHHBIX.

- ABTOMATHU3MPOBaHHas 00padOTKa NMEPCOHAJBHBIX AAHHBIX - 00paboTKa MepCOHAIBHBIX
JAHHBIX C MOMOILBIO CPEACTB BHIUMCINUTEILHON TEXHUKU.

- PacnpocTpaHeHue mepCcOHANBHBIX JAHHBIX — JICHWCTBUS, HalpaBlIEHHbIE HA PACKPHITHE
NEPCOHAIBHBIX JIAHHBIX HEOIIPEJICIEHHOMY KPYTY JIMII.

- IlpenocraBieHue TNepPCOHANBHBIX JAHHBIX - JI€HICTBHSA, HaNpaBICHHbIE HA DPACKPHITHE
MEPCOHAIbHBIX JAHHBIX OMPEIEIIEHHOMY JIUILY WA ONPEeIEHHOMY KPYTY JIHII.

- biokupoBaHHe TEPCOHAJBHBIX [JAaHHBIX — BPEMEHHOE MpeKpalieHue o00padoTku
NEPCOHAIBHBIX JAHHBIX (32 HCKIIOYEHHEM CIy4aeB, eciu 00paboTka HeoOXoiuma JUIisl yTOYHEHHS
NEPCOHAIBHBIX JaHHBIX).

- YHHMYTOKeHHe NMePCOHAJbHBIX JAAHHBIX — JICHCTBUSA, B PE3YJIbTAaTe KOTOPBIX CTAHOBHUTCS
HEBO3MOXXHBIM BOCCTaHOBHUTH COJEP)KaHHE IEPCOHANBHBIX IaHHBIX B MH(MOPMALIMOHHOM CHCTEME
NEPCOHANBHBIX JaHHBIX M (WJIKM) B pe3yibTare KOTOPHIX YHHYTOXKAIOTCS MaTepHajbHBIE HOCHTEIH
HEPCOHAIbHBIX JaHHBIX.

- Ofe3uunBaHMe NMEPCOHANBHBIX JAHHBIX — JIEMCTBUS, B pe3ysbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXXHBIM 0€3 HCHOJb30BaHUS JIOTIOJHUTENbHOW HMH(OPMAMM ONPEAEIUTh TNPUHAJIEKHOCTD
NEPCOHAIBHBIX JIaHHBIX KOHKPETHOMY CyOBEKTY NIEpCOHATBHBIX JaHHBIX.

-  HWudopmaunmonnas cucrema mnepcoHadbHbIX AaHHbIX (MCIIJH) — COBOKYNHOCTH
colepkalmuxcsi B 0a3ax JaHHBIX MEPCOHATIBHBIX JAHHBIX M O00ECHeuMBAIOMIMX UX 00paboTKy

HH(bOpMaHHOHHBIX TEXHOJIOTHH M TEXHHUYSCKUX CpCacCTB.



-  TpaHcrpanuyHas nepeaaya nepcoHAIbHBIX JaHHBIX - [Iepe/ladya NepCOHAIbHBIX TaHHBIX Ha
TEPPUTOPUI0 MHOCTPAHHOTO TOCYAAapCTBA OPTraHy BJIACTH WHOCTPAHHOTO TOCYNapCTBa, MHOCTPAHHOMY
(U3HYECKOMY JIUITY WJIM HHOCTPAHHOMY FOPHINICCKOMY JTUITY.

2. OBJIACTb IPUMEHEHUSA

2.1. Tlonoxenne o0 obecriedeHUH OE30MMACHOCTH TEPCOHAIBHBIX JaHHBIX (nanmee — [lomoxeHue)
pa3paboTaHO B ILIENSAX BBHIMOJIHEHHs TpeOOBaHUM 3akoHOAaTeNnbcTBa Poccuiickoit @enepanuu B obmactu
3aIUTHI IEPCOHATBHBIX JTAHHBIX.

2.2. Hacrosimee Ilonoxenue omnpeenser MOpsA0K U MpaBuila OpraHU3aI[id U MPOBEACHUS padoT
o obecneyeHuto 6ezonacHocTH nepcoHanbHbIX JaHHBIX B OO0 MKK «Taranka» (nanee — Onepatop).

2.3. Hacrosimumii TOKyMEHT Y4YMTHIBAET MOJOKEHUSI OCHOBHBIX HOPMATHUBHBIX MPABOBBIX aKTOB B
00J1aCcTH 3aIUThI TIEPCOHATBHBIX JAHHBIX, IEPEUUCICHHBIX B [10710%KEHIN O KOMUCCUU TI0 TIPUBEJICHHUIO B
COOTBETCTBUE C TPeOOBaHMSAM 3aKOHOIATENILCTBA B 00JIACTH MEPCOHATIBHBIX IAHHBIX.

2.4. Hacrosimiee [lonoxenne mpeaqHazHadeHo s BceX paboTHUKOB Omieparopa, a TakKe TPEThHX
JIUII, TIOJYYaIOUIMX BPEMEHHBIM WIIM MOCTOSIHHBIN JOCTyN K 0OpabaTsiBaeMbiM y Hero [1/lH Ha 3akoHHOM
OCHOBaHMH.

2.5. Hacrosimiee [TonoxxeHne AEMCTBYET ¢ MOMEHTA €T0 YTBEPKISHUS pykoBoauTenem Omneparopa.

2.6. Aktyanu3anusi Hacrosimiero [lookeHHsl MPOBOTUTCS HE pPEXe, 4eM JiBa pa3a B Toja B
COOTBETCTBUU ¢ PeriaMeHTOM MO MNPOBENECHUI0 KOHTPOJBHBIX MEPOIPHUSATHI U pEearupoBaHUIO Ha
uHIUAeHTH nHPopManronHoi 6e3onacHocT B OO0 MKK «Taranka»

2.7. BHecenne m3MeHeHM B HacTosmiee [lomoxkeHne JTuO0 yTBEpXkKICHUE €ro HOBOW peIaKIny
MIPOM3BOIUTCS HA OCHOBAHUU COOTBETCTBYIOIIETO MpHKa3a pykoBoautens Omneparopa.

3. OBIIME IMOJIOKEHUSI

3.1. [11n, obpabaTbiBaecmble y Omneparopa, 11€1M, OCHOBAaHUE M CPOKH MX OOpabOTKM yKa3aHbl B
[Tepeune oOpabaThIBaeMBbIX IEPCOHATBHBIX JAHHBIX.

3.2. O6padoTtka [1/In ocymecTBisiercss OnepaTtopoM ¢ UCIONIb30BAHUEM CPEJCTB AaBTOMATH3AIUU U
0€3 UX MCIOJIB30BaHUSI.

3.3. Cpoku xpanenus [I/lH ycraHaBiauBarOTCS B MUCbMEHHOM corinacuu cyOobekta II/[H Ha
00paboOTKy €ro IMepCOHAJIbHBIX JIAaHHBIX, a TakXe TpeOOBaHUSIMH 3aKOHOJATeIbCcTBa Poccuiickoi
®Denepannu, ycTaHaBIUBAIOIIUMU CPOKU XPaHEHHSI IOKYMEHTOB.

4. OPTAHU3ALUA PABOT IO OBECIIEYEHUIO BE3OIMACHOCTH
IMEPCOHAJIBHBIX TAHHBIX

4.1. Tlox opranm3ainueit padot mo odecnedenuro 6ezomacuoctu [1/lH monnmaercs: GopmupoBaHue

U BCECTOpOHHEe oOecreueHue pealn3alli COBOKYIMHOCTH COTJIACOBAHHBIX MO II€NM, 3aJa4aM, MECTy U

BPpCMCHH OpPraHu3allMOHHBIX W TCXHHUYCCKUX MepOHpHHTHﬁ, HaIlpaBJICHHBIX Ha MHWHUMH3AIUIO KakK



HEMOCPEACTBEHHOI0, TaK M OIOCPEJOBAHHOrO ymepba oT peanusauuu yrpo3 OezomacHoctu I1/1H, u
OCYILIECTBIISIEMBIX B LEJISAX:

- NpeAoTBpalleHus: BO3MOXKHBIX (IOTEHIUANbHbBIX) yrpo3 6e3omacuoctu [1/1H;

- HelTpanuzanuu W/Wiad NapupoBaHUs peaan3yeMbIX yrpo3 OezomacHoctH [1/1H;

- JIMKBHJALUM MOCJIEACTBUH peanu3amnuu yrpo3 6e3omacuoctu [1/1H.

4.2. Opranuzanus pabor mno obecrnedyeHuto Oe3onmacHocty II/lH y Omnepatopa JomKHA
OCYIIECTBIISITECSI B COOTBETCTBHM C JICHCTBYIONIMMH HOPMATUBHBIMHA TIPaBOBBIMH aKTaMH |
pa3paboTaHHBIMU JUIS 3TUX 1IeJIe OpraHu3aOHHO-PACIOPSAUTENIEHBIMU JOKYMEHTaMH [0 00€CIIEUEHU IO
6e3onacHoctu [1/In OnepaTopom.

4.3.3amaun mo mnpuBeneHHIO aesTenpHocTH Omeparopa B COOTBETCTBHE C TpPeOOBaHHUIMHU
3akoHozaarenbcTBa Poccuiickoit @enepanuu B obnactu [1/[H Bo3nararores Ha clieUalbHO CO3/1aBAEMYIO0
s 3TuX nene Komuccuio M nuil, OTBETCTBEHHBIX 3a OpraHu3aluio obpaboTku U obecrieyeHue
6e3omacunoctu [1/1H, KOTOphIE MOTYT OBITH BKJIFOUEHBI B COCTaB JaHHON Komuccun.

4.4. B cinyyasx, korga Oneparop Ha OCHOBaHMHU JJOroBopa mnopydaer oopabotky I1JIH Tperbemy
auiy, Oneparopy HEOOXOIUMO 3aKJIIOYUTh C JaHHBIM JIMIIOM COTJIAIIEHHE O COOII0ACHNN Oe3011aCHOCTH
NEPCOHANBHBIX JAHHBIX, C BO3JIO)KEHUEM Ha TpeTbe JHIO OOA3aHHOCTH IO OOECHEeUCHMIO
KOH(QHJICHIIMATBHOCTH M Oe3omacHocTH mnepenaHHbix Omeparopom IIJJH (6o BKIIOYUTH JaHHOE
00513aTEHCTBO B 3aKIIFOYAEMbIN/ IEHCTBYIOIIHNI T0TOBOP).

4.5. PaboTel mo mpuBeneHUIO JAearenbHocTH Omeparopa B COOTBETCTBHE C TpPeOOBaHUSAMU
3akoHOJaTeNbCcTBa Poccuiickoit denepanun BeayTCs MO ABYM HAIPABJICHHUSAM: 00eCIieueHe O€30aCHOCTH
[111, oO6pabaTeiBacMbIX 0€3 UCIOIB30BAHUS CPEICTB aBTOMATH3AIINH, U o0ecrieueHue 6ezomacaoctu [1/1x
B UCIIIa Oneparopa.

4.6. Pabots! o obecnieuenuto 6e3onacuoctu [1/1H, oOpadaTbiBaeMbIX 6€3 HCIIOIB30BaHMSI CPECTB
AaBTOMATH3AllUH, BETYTCS MO CIEIYIOIIMM HallPaBJICHUSIM:

- OllpeneNieHue MepeyHs Jull, JONYIIeHHbIX K 00paboTke I1/1H;

- OmpeJesieHrne NOMEUIEHH, B KOTOPhIX 00pabaThIBatOTCs MEPCOHATIBHBIE JAHHBIE;

- uHdopmupoBaHue paboTHUKOB Oneparopa 00 yCTaHOBJICHHBIX IpaBuiax oopadbotku I1/{n u
TpeOOBaHMIA 110 MX 3aIIHUTE, MOBBIMIEHUE OCBEIOMIICHHOCTH B BOIpocax obecrieueHust 6e3onacHoct [1/H;

- yd4er u 3ammra Hocutenen I1/1H;

- pasrpaHuyeHue Aocryna K Hocurensam 11/1H;

- yHuuroxenue [1JIH.

4.7. Opranu3aniisi M BBIIOJIHEHHUE MEPOIpHUIATUH 10 oOecredeHuto OesomacHocTu [1/1H,
obpabarsiBaeMbix B MICII/IH Oneparopa, OCyLIECTBISIOTCS B PAMKaX CHCTEMbI 3aIUThI IEPCOHATIBHBIX
nanubix WCIIn (manee - C3I1[H), paseptsiBaemoit B HCII[IH B mporecce ee co3gaHus WIH

MOJICpHHU3AIUH.



4.8. C3I1/In npencraBiseT co00H COBOKYITHOCTh OPraHU3aMOHHBIX MEP U TEXHUYECKHUX CPEJICTB
3amuTel  uHQOpManmu, a Takke wucnoiasdyeMbix B HCIIJIlH uHQOPMAIMOHHBIX TEXHOJIOTHH,
(GYHKIIMOHUPYIOIIMX B COOTBETCTBUHU C OIIPEICIICHHBIMU LIEJSIMU U 33/1a4aMH oOecriedeHus1 0e301acHOCTH
TT]1n.

4.9. C3I1/In nomkHA SBISATHCS HEOTHEMIIEMOW COCTaBHOW YacThIO KaKJIOM BHOBH CO3/IaBACMOM
NCIIn Onepatopa.

4.10. [Jns cymectByrommx HWCIIJIH, B KOTOpPBIX B TIPOIECCe WX CO3MaHUS HE ObUH
HpeIyCMOTpeHbl Mepbl 1o obecneueHuto Oe3omacHocTH IIJIH nomkeH OBITH NMPOBEINEH KOMIIEKC
OpTraHU3aIMOHHBIX U TEXHUYECKUX MEPONPUATHI 10 pa3padoTke u BHeApeHuo C3I1/H.

4.11. Ctpykrypa, coctraB u ocHoBHble (yHKuuu C3II[IH ompenenstoTcs B COOTBETCTBUU C
YPOBHEM 3aIlIMIICHHOCTH TEPCOHAIBHBIX MTaHHBIX, oOpabareiBaeMeix B WCII[lH u Mozaenbio yrpos
0€30MMacHOCTH MEePCOHANBHBIX JaHHBIX NpU uX 0bpadotke B UCIT/IH.

5. HPOBEJIEHMUE PABOT 110 OBECIHEYEHHIO BE3OITACHOCTHU NIEPCOHAJIBHBIX
JAHHBIX

5.1.B mensx ONEHKM YpOBHS 3alIMIICHHOCTH oOpabarbiBaeMbix y Omnepatopa IIJIn u
CBOEBPEMEHHOT0 YCTPaHEHUs HECOOTBETCTBUI TpeOOBaHUSAM 3akoHonaTenbcTBa PD B 06macTu 3amuThl
[111 y Oneparopa pa3 B roz AOKEH IPOBOAUTHCS aHAIN3 U3MEHEHUH IporieccoB 3auuTsl [1J[H.

5.2. AHanu3 U3MEHEHUH POBOAUTCS IO CJIEIYIOIIMM OCHOBHBIM HAlpPaBICHUSIM:

- mepedyeHb paOOTHUKOB M TPETHUX JIHII, TONMYyIIEHHBIX B 00paboTke I1/IH, cTenenp ux ydactus
B 00pabotke I1/lH u xapakTep B3aMMOIEHCTBHS MEXITY COOOiA;

- IepeveHb MOMEIEHHH, B KOTOPhIX 00pabaThIBalOTCs EPCOHAIbHbIC JAHHBIC;

- mepedeHb u 00beM oOpadaTeiBaeMbix [1/]H;

- uenu obpabotku [1/1H;

- mpouenypel cbopa, 3amuCcH, CUCTEeMaTH3allid, HAKOIUIEHWs, XpaHEHUs, YTOUYHEHUs
(oOHOBIIEHUS, U3MEHEHMS ), U3BJICUCHHUS, UCIIOJB30BaHUs, Tiepeiaun (PacpoCTpaHeHus, IPEeI0CTaBICHNUS,
JIOCTYyTIa), 00e3TMYNBaHMs, OJJOKUPOBaHUS, yiaieHus: U yHuaroxenue [1/1H;

- cnocoOwr 00paboTku [1/[H (aBTOMaTH3MpPOBaHHAS, HEABTOMATU3UPOBaHHA );

- IIepeueHb YIOJIHOMOYEHHBIX OPraHOB, B paMKaxX OTHOLIEHUN C KOTOPBIMH OCYLIECTBIISETCS
obpabotka [1/1H;

- TepeYeHb MPOTrPaMMHO-TEXHUYECKUX CPEJICTB, UCTIONB3YeMBbIX it 00padoTku [1/1H;

- koH(purypanusa u Tononorus UCII/IH B nenom u ee OTIAENbHBIX KOMIOHEHT, (hU3MUYECKUE,
(YHKIMOHATBHBIE M TEXHOJOTMYECKHE CBA3M KAaK BHYTPH STHX CHCTEM, TaK M C JAPYTHMH CHCTEMaMH

Ppa3IndIHOro YpOBHA U HA3HAYCHU A,



- cnocoO0bI (pU3NYECKOTO MOAKIIOYCHHS U JIOTHYecKoro B3aumoiercTBus komnoneHT MCIIH,
CHOCOOBI TOJKIIOYEHHSI K CETSIM CBSA3HM OOLIEro MOJB30BAaHHUS U MEXKIyHApOIHOrO0 MH(GOPMALMOHHOTO
oOMeHa ¢ ompeIeTIeHuEM MTPOITYCKHOM CIIOCOOHOCTH JTIMHUN CBSI3H;

- pexumbl 00padotku [1/{n B UCII/IH B 11€710M 1 B OT/AETHHBIX KOMIIOHEHTAX;

- COCTaB HCIOJIb3YeMOro KoMILIeKkca cpeacTB 3amuthl [I/lH 1 MexaHu3MoOB HAEHTU(UKALINH,
ayTeHTU(UKALUU U pasrpaHuyeHus mpaB AocTymna monb3oBateneit MICIIJIH Ha ypoBHE omepalimoHHBIX
cUcTeM, 0a3 JaHHBIX U MPUKIIATHOTO IPOTPAMMHOI0 O0ECTIEUeHUs;

- IIepeYeHb OPraHMU3alMOHHO-PACIOPSAUTEIBHON JIOKYMEHTALUN, ONPEIENIOMEN MOPSA0K
06pabotku u 3amuThl [1/n y Oneparopa;

- ¢usuyeckue Mepsl 3amuThl [1J[H, opranu3aius nNpomyCcKHOTO pexuma.

5.3. PesynbraTel aHanu3a U3MEHEHUH MCIONB3YIOTCS VIS OIICHKH KOPPEKTHOCTH TPeOOBaHUN MO
obecnieuenuto 6e3omacuoctu [1/1H, 0OpabaThiBaeMBbIX C UCIOJIB30BAHUEM CPEICTB aBTOMAaTH3aIlUU U 0e3
MCIIOJIb30BaHUs TAKUX CPEICTB U IIPU HEOOXOIUMOCTH UX YTOUHEHMS.

5.4. Y Omneparopa D0DKEH BECTUCh yUET JCHCTBUH, COBEpIIacMbIX paboTHuKamu Omneparopa npu
obpabotke I1/In B UCII/An. HevictBus ¢ I1/{n yuursiBatotcs B log-daitnax UCIIIn w/mnum B oTAenbHOMN
6a3e marabix UCII/IH.

5.5. Hoctyn k IT/IH ocymiecTBisieTcss B COOTBETCTBUU ¢ PerimameHTOM 1o A0mycKy paOOTHUKOB U
TPETHUX JIUI K 00pabOTKE NePCOHAIBHBIX JaHHBIX, YTBEPKICHHBIM OTIepaTopoM.

5.6. JIunua, nonymeHHble K 00padotke [1/1H, 10IKHBI OBITH TPOMH(GOPMHUPOBAHBI:

- o gomycke kK o0pabotke [1/11 myTem o3HakomiieHus ¢ [lepeunem H0KHOCTEN U TPETHUX JIMIL,
UMEIOIUX JOCTYH K MIEPCOHATLHBIM JIaHHBIM, 00pabaTeiBaeMbIM y Omieparopa;

- 0 Kareropusx, oopabarbiBaeMbIx [1/lH myTeM o3HakOMIIEHUS C yTBEp>KIEHHbIM [lepeunem
00pabaThIBaeMbIX MEPCOHATBHBIX JTaHHBIX;

- 0 mpaBwiIax ocymectsiaeHus oOpabotku [I/lH myTreM o3HaKOMIIEHMSI MOJ POCHUCH C
[Tonoxenuem 06 06paboOTKe MEPCOHATBHBIX JaHHBIX.

5.7. HeaBromaTtu3upoBanHas o0pabotka I1JIH 1oikHA OCYIIECTBIATHCA TaKUM 00pa3oM, 4TOObI B
OTHOIIEHUH Kaxaoil kareropuu [I/IH MOXXHO OBLJIO ONpEAETUTh MeCTa XpaHEHUs MaTepHalbHBIX
HOCHTEJICH U yCTAHOBUTH NIEPEUCHB JIUII, TOMYIIeHHBIX K 00padoTke [11H. ¥ Oneparopa nomKeH BeCTUCH
yuet Hocutenen [1/]H.

5.8. ®ukcanusa I[IJIlH momWKHA OCYIIECTBIATHCS HA OTACIBHBIX MaTEPHAIBHBIX HOCHTEISIX
(oTAenpHBIX HoOKyMeHTax). [1/H JOKHBI OTAETATHCS OT HHOW HH(OPMAaLIUK.

5.9. ®ukcanus Ha omHOM MarepuanbHOM HocuTene I1J[H, menr oOpaOOTKU KOTOPBIX 3aBEIOMO
HECOBMECTUMBI, HE JOmyckaercia. B ciywyae eciam Ha OJHOM MaTepUaJbHOM HOCUTENE BCE Ke
3aukcupoBansl [1/1H, nean oOpabOTKM KOTOPHIX HECOBMECTHUMBI, JOJDKHBI OBITH MPHHSTHI MEPHI IO

obecrieueHunto paznenbHoi 0opadoTku I1/IH, B yacTHOCTH:



- npu HeoOXOJUMOCTHM UCIHOJB30BAaHUS WM paclpocTpaHeHHus omnpeaeneHHbx [IJ{x
OCyIEeCTBIIsIeTCsS BbIOOpouHOe KonupoBanue [1/{H, mouiexanux pacnpocTpaHeHUI0 TN HCIOIb30BAHUIO,
CIOCO0OM, MCKITIOYAOUINM OJHOBpEeMEHHOe KonmupoBaHue [1/[H, He MoeXammx pacpoCTpPaHEHUIO U
UCIIOJIb30BAHUIO, U UCTIONb3YeTCs (PacpoCTpaHsIeTcs);

- TpH HEOOXOJMMOCTH YHHUYTOXXEHHS WM OnokupoBaHusi vacTu IIJ{H yHHuYTOXaercss wim
OJIOKMpYeTCsl MaTepHaIbHBI HOCUTEIb C MPEABAPUTEIBHBIM BEIOOPOUYHBIM KOIIMPOBAHNUEM CBEACHUH, HE
MOJUICKANINX YHUYTOKEHUIO WM  OJIOKUPOBAHUIO, CIIOCOOOM, HCKJIIOYAIONIMM OJHOBPEMEHHOE
xonupoBanue [1/1H, moexamux yHUYTOKEHUIO WK OJ0KHPOBAHUIO.

5.10. TIlpaBuia yd4era, xpaHeHHus W yHHUTOXeHHs [1J{H mpr HeaBTOMATH3MPOBAHHOW 00pabOTKE
omnucaHbl B Permamente mo yd4é€ry, XpaHEHMIO M YHUYTOXXCHHIO HOCHUTENIEH NMEPCOHAIBHBIX IAHHBIX,
yTBepKAeHHOM OniepaTopoM.

5.11. JlomkeH OCYIIECTBIATbCS MOHHUTOPUHT (PAaKTOB HECAHKIMOHHUPOBAHHOIO JOCTyMa K
NEPCOHAIBHBIM JAaHHBIM U MPUHUMATHCS COOTBETCTBYIOIIME MEPHI MPU MX OOHApy>KeHHH. MOHUTOPUHT
ocymecTisieTcss AqMuauctparopom o6e3onacaocta MCIT/IH.

5.12. Anmunuctparopom Oe3onacHoctn MCII[IH A0mKEeH OCYIIECTBISATHCS KOHTPOJIb 32
MPUHUMAEMbIMH MEpaMH 10 00ecTieueHNI0 0€30MacHOCTH NEPCOHANIBHBIX JaHHbBIX.

5.13. TIIpu ob6pabotke IIJln OmepaTop OOKEH HMETh BO3MOXKHOCTH U CPEJICTBA IS
BoccraHoBienuss [I/ln, B cioyyae wux MoauduKauMM  WIM  YHUUYTOXKEHHU  BCJIEICTBUE
HECaHKLIMOHMPOBAHHOIO JI0CcTyna K HUM. I[lpaBuina pezepBHOro komupoBaHus U BocctaHoBieHus [1/1H
OmnepaTopoM ycTaHOBIEHBI B Periiamente mo pe3epBHOMY KOIMUPOBAHHIO TEPCOHANBHBIX TaHHBIX,
yTBepKACHHOMY OriepaTopoM.

5.14. Omepatop ompenemnsieT MepeueHb MOMEIICHNUM, UCTIONB3yeMBIX TTpu 00padotke [1J[x. IIpn
3TOM OpraHu3alus pekuma 6e30MacHOCTH, OXpaHa ATUX MOMEIEHUH JOKHBI 00eCeYMBaTh COXPAaHHOCTh
Hocuteneil [1JlH, a Tarke WCKIIOYaTh BO3MOXXHOCTh HEKOHTPOJIMPYEMOTO IPOHUKHOBEHHUS HIIH
peObIBaHUS B 3THUX IOMEIEHUSIX TOCTOPOHHUX JIULL.

5.15. Tlomp3oarenun WCIIAn pomxHBI 00ecrneuynBaTh COXPAHHOCTh CHEMHBIX HOCHUTENEH,
conepkanux [1/In. B ciiydae yTpatbl HOCHTENS MOJIB30BATENN JIOJKHBI HEMEIEHHO COOOIIUTH 00 3TOM
Anmunuctpatopy 6ezonacunoctu UCII/IH.

5.16. Ecmu npu pabote ¢ I/l pabotHuky Omneparopa HEOOXOIUMO MOKUHYTh padbouee MecTo,
marepuaibHble HocuTenu [1/{H T0KHBI OBITh 3aIIMINEHBI OT HEKOHTPOJIMPYEMOTO JOCTymna K HUM. s
ATOT0 MaTepHabHbIE HOCUTETH MOMEIIAIOTCS B OTBEACHHBIX Ul XpaHEHUS MECTa.

5.17. B cnyuae noctmxenus uenu oopadorku [1[n Oneparop npekpamiaer odpadotky I1/1x mim
obecrnieunBaet ee npekpaiieHue (eciau oopadorka [1/IH ocymiecTBisieTcs APyruM JIMIIOM, EHCTBYIOIIUM
no nmopy4denuto Oneparopa) u yanuroxkaet [1/[x umu obecrieunts WX yHUUTOXEHHE (ecau oopaboTka [1/]H

OCYUIECTBIISICTCS JPYTUM JIMLIOM, JAEHCTBYIONIMM 0 nopyueHuto OnepaTopa) B CPOK, HE MPEBBIIIAIONIN N



TPUALATH JHEW C JaThl JOCTHXEHUs 1enu obpadbotku [1/1H, eciin nHOE HE MPEAYCMOTPEHO TOTOBOPOM,
CTOPOHOM KOTOPOT0, BEITOAONPHOOpETATENIEM HIIM TOPYUUTEIEM IO KOTOpoMy siBIisieTcst cyobekT [1/]H. B
ciyuyae ecnu [IJ[H HEBO3MOXHO YHUYTOXHTh, TO OHU OJOKHUPYIOTCS U YHHUYTOXKAIOTCA B CPOK, HE
MPEBBIIIAIONINI 1IECTH MECALIEB.

5.18. Tlposenenue padot mo co3nanuio (Moaepuusanun) C3I1/[H BKITIOYACT CIICAYIONTNE CTAHH:

MMpEAPOCKTHAA CTaAud;

CTaJusl IPOEKTUPOBAHNUS;

- craaus peanuzauuu C3I1/1H;

- craaus BBoga B aeiicteue C3I1/H.

5.19. Ha npeampoekTHOW CTaAMM TPOBOJUTCS OMNpEAETCHHE YPOBHS  3alIMIIEHHOCTH
NEepPCOHAIbHBIX JaHHbIX, oOpabaTeiBaeMbix B UCII/IH, popmupyercst Moaens yrpo3 6e3onacHoctu I1/[H
npu ux oopadotke B UCII/IH, pa3pabarbiBaercs Texuudeckoe 3aganue Ha C3I1/(H.

5.20. OmpeneneHne ypoBHsS 3aIIMIICHHOCTH TMEPCOHATBHBIX JaHHBIX, 0OpabaThIBaeMbIX B
HCIIdH ocyuiecTBiseTcss B COOTBETCTBUU C PerjamMeHTOM MO OmpeiesieHHI0 YPOBHS 3allUIIEHHOCTH
NIEPCOHAIBHBIX JIaHHBIX, 00padaTbIBaeMbIX B MHPOPMALMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX.

5.21. UCIIJIm Omepatopa yka3zanbel B llepeune WHGOPMAIMOHHBIX CHCTEM IEPCOHAIBHBIX
TAHHBIX.

5.22. VYpoBeHb 3aIMIIEHHOCTH TMEPCOHAIBHBIX JaHHBIX, oOpabareiBaeMbix B HCII/IH,
oopmIIsieTcs COOTBETCTBYIOIIUM AKTOM.

5.23. Mogens yrpo3 Oe3onmacHoctu I1JIln mpum mx ob6pabdorke B MCII[In ¢opmupyercs Ha
ocHoBaHuu pykoBoaamux 10kyMeHToB ®CTIOK Poccun u @Cb Poccun.

5.24. TlepeueHs akTyanbHBIX yrpo3 ¢opmupyercs mis kaxmoi WCII[Ir Onepartopa ¢ yueTrom
ycnoBuit ¢pynkiuonuposanus MCIIJIH u ocobennocteii oopadbotku [1/1H.

5.25. Tlo wToraM oOmpeAeNeHUs ypPOBHS  3AIIUIIEHHOCTH  IEPCOHAIBHBIX  JIAHHBIX,
obOpabateiBaembix B UCIIJIH u pe3ynbraraMm ompeneneHuss akTyalbHbIX Yrpo3 Oe3omacHoctu [1/1x
dbopmupyrotcs TpeboBaHus o obdecrneuenuto 6ezonacHoct [1/{H, o6padareiBaembix B UCII/[H. lanHbIe
TpeboBaHus oopmisitoTes B BUjie TexHuueckoro 3ananus Ha C3I1/1x.

5.26. Cramus npoexkrupoBanus C3II/In Bxmrowaer paspaborky C3I1[x B cocraBe MCII/IH, a
UMEHHO pa3paboTKy pa3AesioB 3aJlaHus U MPOEKTa MpoBeaeHHs 1o co3nanuto (MoaepHuzanuu) C3I1/IH B
COOTBETCTBUU C TPEOOBAHUSAMU TEXHUUYECKOIO 3aJIaHUS;

5.27. Cramgus peanuzanuu C3I1/IH BKITtOUaeT:

- 3aKymKy COBOKyMHOCTHM wucnoib3dyeMbix B C3II[IH cepTuuuupoBaHHbIX TEXHUYECKUX,
POrPaMMHBIX M MPOTPAMMHO-TEXHUYECKUX CPEJICTB 3allUThl HH()OPMALIUY U UX YCTAHOBKY;

- OIpeJesIeHUe NMOAPa3IeIeHU U Ha3HAYeHHE JINLI, OTBETCTBEHHBIX 32 SKCILTyaTalluI0 CPEJCTB

3amUThl ”HQOPMAIIMH C KX 00YUYCHHUEM;



- pa3paboTKy 3KcIuTyatannoHHon gokyMmeHnTanuu Ha C3I1/IH u cpencTBa 3amuThl HHGOPMAIIHH.

5.28. Ha craaguu BBoga B neiictBue C3I1/IH ocymiecTBIsIOTCS:

- IpeABapUTENbHbIE HCIBITAHUS CPEACTB 3allluThl HH(OpPMALMM B KOMIUIEKCE C APYTUMU
TEXHUUYECKUMU U IPOTPaMMHBIMU CPEJICTBAMU;

- yCTpaHEHHE HECOOTBETCTBMI 10 UTOraM IPEIBAPUTENIbHBIX NCIIBITAHU;

- ONbITHas OKCIUTyaTallUs CpeJICTB 3allUThl HMH(POPMALMU B KOMIUIEKCE C JIpyTMMHU
TEXHUYECKUMH U TPOTPAMMHBIMH CPEICTBAMH B IENIAX MPOBEPKU WX PabOTOCTIOCOOHOCTH B COCTaBE
NCIIA;

- NPUEMO-CAATOYHBIC HCIBITAHUS CPEJCTB 3aLIUThl MHPOPMAIMU IO pE3yJbTaTaM OIBITHON
3KCILTyaTaluu.

5.29. B mpouecce ¢pynxnuonupoanust UCIT/In moxer ocymectBisiThest Moepuuzarust C3I1/H.
B 06s13aTenbHOM MOpPsiAKE MOJEPHU3AIIMS IPOBOIUTCS B CIIy4ae, eCiu:

- TPOU30LUIO HM3MEHEHHE HOMEHKIATypbl oOpabaTteiBaembix [1/lH, Biekymee 3a coOoi
M3MEHEHHUE YPOBHS 3aIIUIIEHHOCTH EPCOHANIBHBIX JaHHbIX, 00padaThiBaeMbix B UCTI/H;

- TPOU30IUIO U3MEHEHUE HOMEHKIIATYPbI U/WJIH aKTyadbHOCTH yrpo3 6e3onacuoctu [1/1H;

- wm3MmeHwiach ctpykrypa UCII{xn win TexHudeckne 0COOCHHOCTH €€ MOCTPOSHUS (M3MEHHIICS
COCTaB WJIM CTPYKTypa MPOrpaMMHOI0 00ecrieueH sI, TEXHUUECKHX cpeacTB 00padboTku I1/1H, Tomomoruu
NCTIIx u T.11.);

- MpOW30IUI0 HM3MEHEHWe 3aKoHojarenbcTBa Poccuiickoit ®epepanmuu B obnactu [1/1H,
3aTparuBarolee Bornpocsl ooecrneuenus 6ezonacuoctu 11 mpu ux o6padotke B UCIT/IH.

5.30. Ilpm BO3HMKHOBEHHWHM YCIOBMU, BIMSIOIMX Ha Oe3omacHocTh IIJ[H (kommpomeranus
napoJsieid, HapyleHue HEeJIOCTHOCTH U IOCTYITHOCTH MEePCOHANbHBIX JaHHBIX U Ip.) paboTHuk Oneparopa
00s13aH He3aMeUTUTEeNIbHO MPOUH(POPMUPOBATE 00 3ToM AnmMuHucTparopa 6ezonacnoctu UCIIT/IH.

5.31. Jluma, BUHOBHBIC B HapyIIEHUH TPEOOBaHHH, MPEIbIBISEMBIX 3aKOHOIATEIHCTBOM PO K
samure [IJlH, HECyT rpakIaHCKyl0, YrOJIOBHYIO, aJMHHHMCTPAaTHUBHYIO, AUCLMIUIMHAPDHYI0O U HHYIO

MPEIYCMOTPEHHYIO 3aKOHOIaTeNbcTBOM Poccuiickoin denepann OTBETCTBEHHOCTb.
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